Guidelines to bidders for participating in MSETCL's SRM eTenders

The details of e-Procurement tenders can be accessed from our e-Procurement site.
https://srmetender.mahatransco.in

You may login using your login id & password to view all tenders available for you.
Alternatively, you can access our SRM e-tender site by using the link provided at site
"www.mahatransco.in" under "Supplier Services" tab "SRM eTenders (New)" link.

Pre-requisites to submit tenders on line

You should have a valid User ID and password to access MSETCL e-Procurement site. A
system generated password is sent to you at the time you are registered as an SRM
Vendor.

You should have a legally valid Class 1l1-B digital signature certificate as per Indian IT
Act from the licensed Certifying Authorities operating under the Root Certifying
Authority of India (RCALI), Controller of Certifying Authorities (CCA) of India.

You should have internet connectivity, preferably broadband. You should fulfill any other
pre-requisites mentioned in the tender documents of a specific tender.

Instructions for obtaining Digital Certificate

In order to bid for MSETCL e-tenders all the vendors are required to obtain a legally
valid Class I11-B digital certificate as per Indian IT Act from the licensed. Certifying
Authorities (CA) operating under the Root Certifying Authority of India (RCAI),
Controller of Certifying Authorities (CCA) of India. (http://www.cca.gov.in/)

Use the class 3 Digital Certificate thus obtained for online bidding on MSETCL
e- Procurement site.

Technical Settings

Web Browser: Only Internet Explorer (version ver. 10 or above) should be used. Other
browsers like Mozilla, Firefox etc. may encounter some problem.

Java: To view some of the components, you need to install latest Java Internet component
JRE/JDK from http://www.oracle.com/technetwork/java/javase/downloads/index.html
After downloading the Java components make sure that you start your internet browser
again.

Internet Explorer Settings: Recommended way is to add following MSETCL e-Tender
sites to Trusted Sites zone.

https://srmetender.mahatransco.in

1. In Internet Explorer, go to Tools > Internet Options...

2. Click on Security tab, and then click Trusted sites zone.

3. Click Sites... button.

4. In the Add this Web site to the zone: text box, type https://srmetender.mahatransco.in
5. Choose OK or Close button.
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6. Now, Click on Custom Level. Button, Security settings window opens up, maintain
following values for below parameters:

Parameter Value

Allow Scriplets Enable
Automatic prompting for ActiveX controls Enable
Binary and script behaviors Enable
Download signed ActiveX controls Enable
Download unsigned ActiveX controls Enable
Initialize and script ActiveX controls not marked as safe Enable
Run ActiveX controls and plug-in Enable
Script ActiveX controls marked safe for scripting Enable
Use Pop-up Blocker Disable

9. After maintaining appropriate values, Click OK button.

10. Again Click OK button to confirm and close Security tab.

11. You should fulfill any other pre-requisites mentioned in the tender documents of a
specific tender.

12. Proxy: If you are unable to access MSETCL SRM e-Tender site or Bid Documents,
check if you are using proxy to connect to internet or if your PC is behind any firewall.
Contact your system administrator to enable connectivity.

13. Pop-ups: Pop-ups should be enabled on MSETCL SRM e-Tendering URL and Bid
Documents URLSs. This is required to view tender documents.

14. Recommended Screen Resolution: 1024 by 768 pixels.

15. Internet Speeds: If you are experiencing slow connectivity to MSETCL SRM e-
Tender, then contact your system administrator/ISP provider for desirable speeds.

Frequently Asked Questions:

How do I get a valid User Id to access MSETCL SRM e-Tendering application?

New Vendor: has to submit the completed Vendor Registration Form at
www.mahatransco.in_-> Supplier services -> SRM e-Tenders (New) - New Vendor
Registration or you can directly click “New Vendor Registration” link at
https://srmetender.mahatransco.in

Existing Vendors already registered in previous e-Tendering system: Check email or
contact the Contact person mentioned in the Tender.

Once the SRM Login Id and Password is generated Vendor will receive the email from
the office of MSETCL regarding the same.

What are the pre-requisites to submit tenders on-line?

Vendor should have a valid User id to access MSETCL SRM e-Tendering application.
Vendors should have internet connectivity / Broadband connectivity. Vendor’s User
should have a legally valid Class 3-B digital signature certificate from the licensed
Certifying Authorities operating under the Root Certifying Authority of India (RCAI),
Controller of Certifying Authorities (CCA) of India.
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Vendors should fulfill any other pre-requisites mentioned in the tender documents of a
specific tender.

How do I upload my tender documents?

You can upload your tender documents directly from your PC in the designated folder
created for you in On-line Bid under Notes and Attachments tab under "Technical bid
attachments”. This is valid only for Technical Bid submission and not for Price Bid
submission. For Price Bid submission, you need to fill the details available online at the
time of creation of Bid.

For any other details, please read the Supplier Manual/Help document for SRM available
under the https://srmetender.mahatransco.in link.

Do I have to compulsorily submit my tender through the Internet?
Yes. For MSETCL SRM e-tenders which are hosted on MSETCL SRM e-Tenders (New)
site, the Price Bid and Unpriced Technical Bids have to be submitted online only.

What if 1 cannot download a softcopy of the tender or I have some problem/queries
regarding your website?

If you are having trouble downloading a Softcopy of the tender from the Internet, first
contact your network/internet administrator, if it is still not resolved please contact
MSETCL. Or you can also contact as per the contact details in the Tender Documents.

What if I need help while submitting my electronic tender?

If you need help while submitting your electronic tender, please contact our web
administrators during Business Hours at: MSETCL. Or you can also contact as per the
contact details in the Tender Documents.

What if | don't submit my tender through the Internet before the closing time of the
tender?
MSETCL SRM e-Tendering system does not allow you to submit the tender, once the
submission deadline is passed. You have to submit your tender before the submission
deadline.

What are the benefits in receiving / submitting tenders online?

Electronic or Online Tendering is just carrying out the same traditional tendering process
in an electronic form, using the Internet. Using Online Tendering, the Bidders can:

* Receive notification of the relevant tenders.

* Receive tender documents online.

* Submit Bids Online

How Secure is it?
The security features incorporated in the application ensures that all activities are logged
and no unauthorized person has access to data.
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Digital Signature: The solution includes capturing Digital Signature Authorized and
certified by approved agency nominated by Controller of Certifying Authorities under
ministry of IT, Govt. of India.

Process Validation: The Solution has been so architected that a user (MSETCL Officers /
Bidders) cannot view the bid of any Bidder till the date & time specified for the opening
of the bid is due.

Unauthorized Access: The entire solution is behind a firewall and unauthorized access is
not allowed. The login passwords of all users are encrypted at the database level.

Compliance to IT ACT: The complete e-Tendering process is compliant with THE
INFORMATION TECHNOLOGY ACT, 2000 of the Govt. of India.

What is a Digital Signature?

A digital code that can be attached to an electronically transmitted message that uniquely
identifies the sender. Like a written signature, the purpose of a digital signature is to
guarantee that the individual sending the message really is who he or she claims to be.
The Digital certificates used to create digital signatures are issued by a trusted certifying
authority authorized by the Controller of Certifying Authorities of India.

Who is a Certifying Authority?

A trusted third-party organization or company that issues digital certificates used to
create digital signatures and public-private key pairs. The role of the CA in this process is
to guarantee that the individual granted the unique certificate is, in fact, who he or she
claims to be. Usually, this means that the CA has an arrangement with a financial
institution, such as a credit card company, which provides it with information to confirm
an individual's claimed identity. CAs are a critical component in data security and
electronic commerce because they guarantee that the two parties exchanging information
are really who they claim to be.

What is a Firewall?

A firewall is a set of related programs, located at a network gateway server that protects
the resources of a private network from users from other networks. Basically, a firewall,
working closely with a router program, filters all network packets to determine whether
to forward them toward their destination.

What is downloading & uploading?

Downloading means to download a particular file from a remote server using the Internet
or any kind of Network. Uploading means to upload a particular file into a remote server
using the internet.

Pop-up for Digital Signature is not coming?
e Check the following as mentioned: Digital Signature expired.
e Popup blocker on.
e Active X control disabled (internet / trusted site).



e Digital signature not installed at Personal, Trusted Publisher,

e Intermediate Certification Authorities & Trusted Root Certification Authority

e Internet explorer version should have a version 8.0 or above.

e Only Internet Explorer 8.0 & above is to be used. Mozilla, Firefox or
Netscape are not allowed.

e Delete Temp files & Cookies.

e Multiple java versions installed. In such case uninstall all versions and
install latest version (control panel - add/ remove programs) Delete Temp
files & Cookies.

Change to bid after submitting.

Bid once submitted cannot be changed after submission deadline. Bidders must
exercise extreme caution and check the factual details and final prices before clicking
on “Submit”. Till such time Bidder can save the bid by clicking on “SAVE”.

I have Class-11 Digital Signatures. Will they be enough or do I have to obtain Class-
111 Digital Signatures?
Class Il Digital Signatures are required as per the IT Act 2000.



INSTALLATION of the SAPSIG ACTIVE X
CONTROL

> DIGITAL SIGNATURE CERTIFICATE:

In order to bid for MSETCL tenders, all the vendors are required to obtain a legally valid Class 11
digital certificate. Visit the site of the licensed Certifying Authority (CA) and follow the
instructions on the CA’s website for making payment and submission of documents required for
issue of the Digital Certificate.

Links to the sites of some licensed CAs are provided below :

https://www.e-mudhra.com/

https://www.ncodesolutions.com/

https://www.safescrypt.com/

http://www.tcs-ca.tcs.co.in/

» Installation of Digital Signature:
Install the driver of the digital signature available in the pen drive/CD provided to you
along with digital signature.

» Check your Digital Signature:
Open Internet Explorer, Go to Tools -> Internet options -> Content -> Certificates

|
| General | Security | Privacy | Content |Cunnecﬁnns | Programs | Ad'uan::edl
Family Safety
Control the Internet content that can [ '@I‘Famih‘-I Safety ] |
be viewed.
Certificates

Ise certificates for encrypted connections and identification.

[ Clear S5L state ] [ Certificates J [ Publishers ]

AutoComplete

AutoComplete stores previous entries [ Settings ]
on webpages and suggests matches
for you,

Feeds and Web Slices
E Feeds and Web Slices provide updated [ Settings ]
S

content fram websites that can be
read in Internet Explorer and other
programs,

QK ] [ Cancel Apply
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Intended purpose:

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certification * | * |

Friendly Mame

54 TIKALE TEJAS KAM... e-Mudhra Sub CA for ...  8/29/2017  <None:
[ITIKALE TEJIAS KAM... e-Mudhra Sub CA for ...  8/29/2017  <MNone>

mport... || Export.. || Remove

Certificate intended purposes

<All=

Learn more about certificates

» Go to Tools —> Internet options —> Content -> Certificates —> Advanced —> Click Check box -
Server Authentication and Client Authentication -> Ok

Advanced Options '

Certificate purpose

Select one or more purposes to be listed under Advanced
Purposes,

Certificate purposes:
Server Authentication
Client Authentication
Code Signing

Secure Email

Time Stamping
[ Microsaft Trust |ist Sionina

Export format

Select the default drag and drop export format when dragging a
certificate to a file folder,

Export format: | DER Encoded Binary X. 509 (*.cer)

[ ]Indude all certificates in the certification path

| ok




» TECHNICAL SETTINGS OF PC/LAPTOP:
o Web Browser : Internet Explorer ( version 10 or above ) should be used.
o Check for version of Internet Explorer.

e Open Internet Explorer, Go to Help - > About Internet Explorer.
¢ Delete Browsing history , Go to Tools -> Internet Option -> General -> Delete

Internet Opticns o |.Melete Browsing His_ wu

General | Security I Privacy I Content | Connections | Programs I #\dvancedl Preserve Favorites website data
Keep cookies and temporary Internet files that enable your favorite
Home page websites to retain preferences and display faster.
l/? To create home page tabs, type each address on its own line.
u
& http://srmtraining.mahatransco.in/irj/portal - Tempnrarv Internet files and website files
Copies of webpages, images, and media that are saved for faster
a viewing.
Cookies and website data
[ Use gurrent ] [ Use default ] [ Use new tab ] Files or databases stored on your computer by websites to save
Startup preferences or improve website performance.
History

Start with tabs from the last i
) Srtwith tags from e st session List of websites you have visited.
@) Start with home page

Tabs Download History
Change how webpages are displayed in tabs, List of files you have downloaded.
Browsing history Form data

Saved information that you have typed into forms.
Delete temporary files, history, cookies, saved passwords, and web

form information.
Passwords

Delete browsing history on exit Saved passwords that are automatically filed in when you sign in
to @ website you've previously visited,

Tracking Protection, ActiveX Filtering and Do Not Track

Appearance A list of websites exduded from filtering, data used by Tracking

Protection to detect where sites might automatically be sharing details
Colors ] [ Languages ] [ Fonts ] [ Accessibility ] about your visit, and exceptions to Do Mot Track requests.

[ Delete... ” Settings ]

[ CE ] [ Cancel ] Apply About deleting browsing history Delete l [ Cancel J

> Compatibility View Settings:

Go to Tools —> Compatibility View Settings —>
Add SRM Link
(https://srmetender.mahatransco.in ) —> Close
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[

| @ Change Compatibility View Settings

I &4 1

Add this website:
| Add

Websites you've added to Compatibility View:

mahatransco.in Remove

Display intranet sites in Compatibility View
Use Microsoft compatibility lists
Learn mare by reading the Internet Explorer privacy statement

» POP UP BLOCKER:

Go to Tools -> Pop-up Blocker -> Turn off Pop-up Blocker



File Edit View Favorites I Help

Delete browsing history...

InPrivate Browsing

ActiveX Filtering

Fix connection problems...

Add site to Start menu

View downloads

SmartScreen Filter
Manage add-ons
Compatibility View settings

Subscribe to this feed...
Feed discovery

Windows Update

Performance dashboard

F12 Developer Tools

Report website problems

Internet options

Turn on Tracking Protection

Reopen last browsing session

Pop-up Blocker 4

Ctrl+Shift+Del
Ctrl+Shift+P

SAP Net!

Ctrl+Shift+U

™

> Active-X Controls Settings :

Go to —> Tools —> Internet options —> Security -> Trusted sites —>
Custom level —> Select Enable/Prompt radio button for following

options :

Internet Options

| General | Security |Priwaq‘I I Content | Connections I Programs | Advanced

Select a zone to view or change security settings.

@ & v O

Internet  Local intranet Trusted sites  Restricted
sites

Trusted sites
This zone contains websites that you
trust not to damage your computer or
your files.
You have websites in this zone,
Security level for this zone
Allowed levels for this zone: Al
Medium

- Prompts before downloading potentially unsafe
content
- Unsigned ActiveX controls will not be downloaded

[T Enable Protected Mode (requires restarting Internet Explorer)
[ Custom level... ] | Default level |

’ Reset all zones to default level ]

| [ cancel

[ oK ]| Apply

Settings

Password *

Copyright ® SAP AG. /

et

B N Famewor]
ﬁ Loose XAML
) Disable
Enable
) Prompt
@ XAML browser applications
(7) Disable
Enable
) Prompt
|&® %PS documents
() Disable
Enable
) Prompt
& .MET Framework-reliant components

e Permissions for components with manifests
1 Mieshla
< I |

*Takes effect after you restart your computer

Reset custom settings

Reset to: [Med.iw'n {default) ,]




Internet Options

e =

O~ & @ Newtab

File Edit View Favorites [QECEH Help 7] | | General | Security |Privacv IContent I Connections I Programs I Advmcedl
Delete browsing history... Ctrl+Shift+Del &
InPrivate Browsing Ctrl+Shift+P

X 3 Select a zone to view or change security settings.
Turn on Tracking Protection

ActiveX Fittring 9 q V’ ®

Fix connection problems... ) ) -
) B Internet Local intranet  Trusted sites Restricted
Reopen last browsing session sites

Add site to Start menu

F 5 e
View downloads Ctrl+) y This zone contains websites that you

trust not to damage your computer or

Pop-up Blocker »
your files.

SmartScreen Filter 3

Manage add-ons
2 Security level for this zone

Compatibility View settings

Subscribe to this feed... Custom
Feed discove » Custom settings.
: A -To change the settings, dick Custom level,
Windows Update -To use the recommended settings, click Default level,
Performance dashboard Ctrl+Shift+U
F12 Developer Tools . .
|1 Enable Protected Mode (requires restarting Internet Explorer)
Send to Bluetooth Device...
Sl custom level... | [ Defaultievel |
OneNote Linked Notes
Sencto Onehlote [ Reset all zones to default level ]

Blag This in Windows Live Writer

Report website problems

Internet options
Reopen closed tabs ~ s [ 122 ] [ Cancel ] ‘ Apply l
- -
- e - "
Internet Options [® Internet Options L‘Di\t{lmmﬂ i
R —_— —
| Security Settings - Trusted Sites Zone . ]| ooty Settings - Trusted Stca Zone AEEG—G— L | Security Settings - Trusted Sites Zone
[ Settings ] Settings £ e
I3 ) & NET Framenork refant components i« 9] Activex controls and plug-ns &
1% Loose XAML @ § Permissions for components with mani‘ests I 9] Allow ActveX Fiterina
© Disable © Disable [ ©® Disable
@ Enable © High Safety ©® Enable @
© Prompt §o Run components not signed with Authznticode ] Allow previously unused ActiveX contrls to run without prom
1% XAML browser applications © Disable © Disable
© Disable © Enable © Enable
® e © Prompt |¥] Allow scriptiets
© Prompt £ Run components signed with Authenticode ©) Disable
8% XPS documents © Disable @ Enable
© Disable © Enable © Prompt
© Enable © Prompt 9] Automatic pronpting for ActiveX controls
@ Prompt |#] ActiveX controls and plug-ins @ Disable
& \NET Framework-reliant components 9] Allow ActiveX Filtering @ Enable
i Permissions for components with mani‘ests © Disable 1 9] Binary and sarot behaviors
A Nieshla R @ _Enshle Y i annraved ]
< . | » < 1 | > < . »
*Takes effect after yourestart your computer “Takes effect after yourestart your computer Takes effect after yourestart your computer
Reset custom settings Reset custom settings Reset custom settings
= ) = Reet (s oo 3 G I Y e
] Lo [ cnct ]

R
, - 1
Interne: Options (2| = [ i Interne: Options [2] = Ei Interne: Options ? =
L -

| security Settings - Trusted SitesZone Security Settings - Trusted Sites Zone 3| M 7oty Settings - Trusted Sites Zone —— =)
Settings Settings Settings
|9 Binary and scriot behaviors o |#| Initialize and script ActiveX controls not marked as safe for s 4 |9 Script ActiveX controls marked safe fer scripting™ -
@) Administraor approved © Disable © Disal
© Disable © Enable O]
@ Enable i @ Prompt @ Prompt
9| Display video and animation on a weboage that does not use__| |9] Only allow app-oved domains to use ActiveX without prompt 8% Downloads
© Disable (©) Disable i | |82 File download
© Enable @ Enable © Disable 3
|#] ownload signed Activex controls |¥] Run ActiveX centrols and plug-ins @ Enable
© Disable © Administrazor approved 82 Font download
@ Enable © Disable © Disable
@ Prompt (] © Enable
¢ Download unsigned ActiveX controls © Prompt © Prompt
@) Disable || Run antimalware software on ActiveX controls L‘.;t Enable .NET Framework setup
(© Enable © Disable © Disable
@ Enable i @ Enable
4| Crrint ArtiuaV cantrale marbad cafe for crrintinn® e A
<[ < m » <[ n | »

*Takes effect after yourestart your computer “Takes effect after yourestart your computer “Takes effect after yourestart your computer
Reset custom settings Reset custom settings Reset custom settings
Resetto:  edum (defaul) 7 ([CRe=ten) Resetto:  [egum (defoul) v [ Reset.. ] Resetto:  (Medium (defoul) v [ Reset.. |

» JAVA CONFIGURATION:

Bben Control Panel — Check whether JAVA is installed or not .

To view some of the components , you need to install the latest Java plug-in from the
link:



https://java.com/download .
Please ensure that your computer does not have multiple versions of Java.

If Java already installed then Go to Control panel - > Java - > Security -> Edit Site

List and Add SRM Link ( https://srmetender.mahatransco.in) and Click Ok.

| General I Update I Ja'u'al Security | Advanced

Enable Java content in the browser

Security level for applications not on the Exception Site list
(™) Very High

Only Java applications identified by a certificate from a trusted autharity are allowed to run,
and only if the certificate can be verified as not revoked.

(@) High

Java applications identified by a certificate from a trusted authaority are allowed to run, even if
the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

https: /fsrmetender. mahatransco.ing

Edit Site List...

[ Restore Security Prompts ” Manage Certificates... ]

Ok ] [ Cancel Apply

> Microsoft Runtime Re-distributables Packages:

Open control Panel -> Program and Features —> Check whether Microsoft Visual C++
redistributable package is installed on your PC.
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» Control Panel » Programs » Programs and Features

Control

View installed updates

Panel Home

B Turn Windows features on or

off

Uninstall or change a program

To uninstall s program, select it from the list and then click Uninstall, Change, or Repair.

Organize v Uninstall Change Repair = @
Name Publisher Installed On  Size Version o
[E]Mushroom Age Media Contact LLC 4372014 121MB 10
) GOM Player Gretech Corporation 4/3/2014 21435119
@} Adobe Photoshop 7.0 Adobe Systems, Inc. 473/2014 70
(8 MSXML 4.0 SP3 Parser (KB2758634) Microsoft Corporation 3/30/2014 154 MB 43021170
& vodafone K3500 paid 372972014 1001
[2 Microsoft redistributable runtime DLLs V52005 SP1(<36) SAP 371972014 579MB  80.507274053
P8 2dobe Reader X (10.1.7) MUL Adobe Systems Incorporated 3/19/2014 469 ME 1017
[87 Microsoft redistributable runtime DLLs V52008 SPLGE6) SAP AG 3/19/2014 462MB 90
53 Microsoft Office 2007 Primary Interop Assemblies Microsoft Corporation 3/19/2014 850 MB 12045181014 E
[8DHTML Editing Component Microsoft Corporation 3/19/2014 S54KB 6020001
(2 Microsoft redistributable runtime DLLs V52010 SP1 (66) SAP 371972014 405MB  100.40219.1
[57 MSXML 4.0 SP3 Parser Microsoft Corporation 3/19/2014 147MB  430.21000
[57Shared Add-in Extensibility Update for Microsoft .NET Frame... Microsoft 3/19/2014 206KE 100
JEi sAPSetup Automatic Workstation Update Service SAP AG 3/19/2014
[17SAP Netweaver Business Client 4.0 SAP AG 3/19/2014
[EaEngineering Client Viewer 70 SAP AG 3/19/2014
[5AP GUI for Windows7.30 SAP AG 3/19/2014 730 Compilation 3
IEE}5AP Business Explorer SAP AG 3/19/2014 730
[ESNC Client Encryption SAP AG 3/19/2014
T FilesFrog Update Checker 3/15/2014
% Quick Heal AntiVirus Pro Quick Heal Technologies Put, Ltd.  1/20/2014 1400
83 Microsoft Office Professional Plus 2007 Microsoft Corporation 12/31/2013 12045181014 il
| SAPAG
:! Product version: 9.0
Size: 462 MB
o |If not installed the kindly install through given link:
https://www.microsoft.com/en-in/download/details.aspx?id=5555
’HME\IX'L"SAP X'thw. x'mCor X'Gwha x':-;'F\ex x':-;'«:m;x-. Not: X | Gl SRM X | Ho) SAP X iDm-x'DCOIx [ HTN X { NewTa x/ =.Dm X\ |é||
& = Microsoft Corporation [US] | https://www.microsoft.com/en-in/download/details.aspx?id=5555 w @ =

Microsoft Visual C++ 2010 Redistributable Package (x86)

Select Language: English

The Microsoft Visual C++ 2010 Redistributable Package installs runtime components of

Visual C++ Libraries required to run applications developed with Visual C++ on a

computer that does not have Visual C++ 2010 installed.

@ Details

@ System Requirements

@

nstall Instructions

@ Additional information

@ Related Resources

Visual Studio 2015

Tools for every developer and
every app.

Click on “DOWNLOAD” & Once you download click on “RUN” & follow the steps of

installing.

And after this it will ask you to “Install the SAPSIGIN” whenever you are trying to attach a
document or save/submit it. Upon prompting click on “MORE OPTIONS” & select the first

After installing close open all the screens & restart your PC/Laptop.
Open the Internet Explorer by right clicking & “Run as ADMINISTRATOR”.

option & this should help in proceeding further with the process.
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